
Privacy Policy & Cookie Notice 
Oxem Studio (International entity, registration details 
available upon request) 
 
1. General Provisions 
1.1. This Privacy Policy ("Policy") governs the processing of 
personal data of users of the website https://oxem.dev ("Site") 
by Oxem Studio ("Operator", "we", "us"). 
 
1.2. Developed in compliance with applicable data protection 
laws including GDPR and Russian Federal Law No. 152-FZ 
"On Personal Data". 
 
1.3. By using the Site or submitting data via forms, you 
consent to this Policy. If you disagree, please stop using the 
Site. Russian version available at oxem.dev/ru/policy. 
 
2. Personal Data We Collect 
2.1. Data provided voluntarily via forms (with explicit consent): 
- Name, phone, email, website URL, project type, request 
description, attached files 
 
2.2. Technical data collected automatically (for legitimate 
interests): 
- IP address (anonymized after 24h), browser type, OS, 
screen resolution 
- Visit time, requested URLs, referrer 



- Cookies from certified analytics services (aggregated 
statistics only) 
 
3. Cookie Policy (essential minimum) 
We use cookies strictly necessary for Site operation and user 
consent: 
 
Essential cookies: Site functionality, forms. Duration: Session. 
Provider: .oxem.dev 
Analytics cookies: Aggregated statistics (fully anonymized, no 
personal data transfer). Duration: 24 months. Provider: 
Certified analytics service 
Marketing cookies: Retargeting (only with consent). Duration: 
Until withdrawal. Provider: Advertising networks 
 
Your choices (mandatory banner implemented): 
- Accept all 
- Customize preferences 
- Reject non-essential (basic access only) 
- Browser settings anytime 
 
4. Purposes & Legal Basis 
Contact forms: Consent 
Contract prep: Contract 
Analytics: Legitimate interests 
Retargeting: Consent 
Compliance: Legal obligation 
 



5. Data Storage & Localization 
- All personal data of users from Russia stored exclusively in 
databases located in the Russian Federation (Roskomnadzor 
notification issued) 
- No cross-border transfers without adequate safeguards 
- No data sales. Shared only with processors under data 
processing agreements (analytics/advertising). 
 
6. Security Measures 
- HTTPS/TLS 1.3 encryption 
- Role-based access, 2FA/MFA 
- Regular penetration testing & backups 
- Incident notification within required timeframes 
 
7. Your Rights 
- Access, rectification, deletion ("right to be forgotten") 
- Consent withdrawal anytime (does not affect prior 
processing) 
- Objection to processing 
- Portability (structured format) 
 
Requests: info@oxem.dev. Response: 10 business days as 
required by applicable laws. 
 
8. Retention Periods 
- Forms: 5 years or consent withdrawal 
- Analytics: 24 months max 
- Automatic deletion post-purpose 



 
9. Contact 
Oxem Studio 
Email: info@oxem.dev 
Last updated: March 07, 2026 
 


